
  

La Palma network

DIM_DNS
Config, DColl, Alarm

Chief, DAQ, bias, environment, drive, ...
History

Access open within network

User interfaces access these servers
directly (including history services)

IPP network

DIM_DNS
Bridge
History

Access open within network

User interfaces see services provided by
Bridge (same service name, same time stamp

and 'quality') and access
this history server

Requirement for passing/tunneling

- Destination IP/MAC of any DIM server
- Destination port 2505 or 5100-6000
- Source IP/MAC of Bridge

This does not forbid other clients on this IP address
to connect as well. Is it possible to have dedicated
IP address on Bridge computer only accessible
to Bridge? 

External
client
(GUI)

External
client
(GUI)

External
client
(GUI)

Ports Name server (DNS) responds on port 2505
All other servers respond on ports 5100-6000

O. Grimm, 14/6/2010

only Bridge should pass



  

Firewall settings on M0 DAQ computer

Chain RH­Firewall­1­INPUT (2 references)
num  target     prot opt source               destination
1    ACCEPT     icmp ­­  0.0.0.0/0            0.0.0.0/0           icmp type 255
2    ACCEPT     all  ­­  0.0.0.0/0            0.0.0.0/0           state RELATED,ESTABLISHED
3    ACCEPT     tcp  ­­  0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:22
4    ACCEPT     tcp  ­­  0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:2000
5    ACCEPT     tcp  ­­  0.0.0.0/0            0.0.0.0/0           tcp dpts:5100:6000 state NEW
6    ACCEPT     tcp  ­­  0.0.0.0/0            0.0.0.0/0           tcp dpts:6000:6063 state NEW
7    REJECT     all  ­­  0.0.0.0/0            0.0.0.0/0           reject­with icmp­host­prohibited

Rule 3 for ssh
Rule 4 for socket interface to ddd
Rule 5 for DIM servers
Rule 6 for X11
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